Apply Filters to SQL Queries

Project description

A potential security issues that involve login attempts and employee machines has been discovered.
Using SQL filters | examined the organization’s data in the employees and log_in_attempts tables.

Retrieve after hours failed login attempts

| recently discovered a potential security incident that occurred after business hours. To investigate this,
| query the log_in_attempts table and review after hours login activity. Using filters in SQL to create a
qguery that identifies all failed login attempts that occurred after 18:00. The time of the login attempt is
found in the login_time column. The success column contains a value of 0 when a login attempt failed; it
can be either a value of 0 or FALSE in the query to identify failed login attempts. The failed login
attempts are 19.
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Retrieve login attempts on specific dates

A suspicious event occurred on 2022-05-09. | investigated this event, by reviewing all login attempts
which occurred on this day and the day before. Using filters in SQL to create a query that identifies all
login attempts that occurred on 2022-05-09 or 2022-05-08. The date of the login attempt is found in the
login_date column. The login attempts on specific dates are 75.
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Retrieve login attempts outside of Mexico

There’s been suspicious activity with login attempts, but the team has determined that this activity
didn't originate in Mexico. Now, | checked login attempts that occurred outside of Mexico. Using filters
in SQL to create a query that identifies all login attempts that occurred outside of Mexico. When
referring to Mexico, the country column contains values of both MEX and MEXICO, and it is necessary to
use the LIKE keyword with % to make sure the query reflects this. The login attempts outside of Mexico
were 144,
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Retrieve employees in Marketing

The team provided security updates on specific employee machines in the Marketing department. | was
responsible for getting information on these employee machines and needed to query the employees
table. Using filters in SQL | created a query that identified all employees in the Marketing department for
all offices in the East building. The department of the employee is found in the department column,
which contains values that include Marketing. The office is found in the office column. Some examples
of values in this column are East-170, East-320, and North-434. | used the LIKE keyword with % to filter
for the East building. The Marketing employees in the East building machines whom needed security

updates were 7.

ariaDB [organization] ELECT * FROM employees WHERE department = 'Marketing' AND office LIKE 'East$%';
B L R +
device id department | office
e
Marketing
Marketing
fbautist | Marketing ¢
. Marketing East-157

| employee id

randerss Marketing East-460
al184b775c707 dellery Marketing East-417

|
+
|
|
|
B | Kk 65m23: rgos
|
|
| h679i515§33¢ cwilliam | Marketing E
+
(

rows in set (0.001 sec)




Retrieve employees in Finance or Sales

The team needed to implement a different security update on machines for employees in the Sales and
Finance departments. Using filters in SQL | created a query that identified all employees in the Sales or
Finance departments. The department of the employee is found in the department column, which
contains values that include Sales and Finance. The employee machines’ from Sales and Finance whom
need to implement a different security update were 71.

ELECT * FROM employees WHERE department = 'Finance' OR department = 'Sales’

Finan -153
h174i4977413 wijaffrey Finance -406
ig58j abernard Finan uth-170
NULL lrodriqu Sales th-134
j ¢ Finan
1748m120n401 drosas Sales
p6llg. 45 jsoto Finan
r5505824t230 jclark
5310t540u653 abellmas inan North-4(
w237x430y567 arusso ce West-465
y976z753a267 iuduike < 5 South-215
z381a365b233 jhill s ] North-115
ivelasco inan East-156
bisle § ] South-171
East-378
cgriffin s ] North-208
tharnes West-415
pwashing inan East-115
daquino inance West-280
cward ol West-373
tmitchel inanc South-
jr ey inance Central-2
y132z930al14 csimmons inan North-4
£370g535h632 m t S ] th-270
K Sme97 redwards
€ 1pope ¢
ttyrell S ] Central-444
jpar ce East-110
zdutchma £ ] West-




Retrieve all employees not in IT

The team provided one more update to employee machines. The employees who are in the Information
Technology department already had this update, but employees in all other departments need it. Using
filters in SQL | created a query which identified all employees not in the IT department. The department
of the employee is found in the department column, which contains values that include Information
Technology. The employees machine’s out of the Information Technology department whom needed
the update were 161.

MariaDB [organization SELECT * FROM employees WHERE department '= 'Information Technology':
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| applied filters to SQL queries to get specific information on login attempts and employee machines. |
used two different tables, log_in_attempts and employees. | used the AND, OR, and NOT operators to
filter for the specific information needed for each task. | also used LIKE and the percentage sign (%)
wildcard to filter for patterns.
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